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Industry-specific use cases for blockchain have led to endless testing and speculation about 
their broad adoption. Enter ALTR, a blockchain-based cybersecurity provider that may just 
have created the world’s first universal use case for blockchain. 

Important Details: Not everyone uses smart contracts. Not everyone transacts in 
cryptocurrencies. And not everyone requires instant settlement for stock and equity trades. Yet 
blockchain developers lead people to believe that these are all both necessary and inevitable. 
To some extent, this is true: so many people have invested so much money in blockchain, and so 
many blockchain consortiums have been formed, that blockchain has become the proverbial 
crude oil tanker that can neither be stopped nor steered from its intended course. But this notion 
has a critical flaw: until every person and every company sees the need to have blockchain in 
their lives, these various blockchain use cases will continue to be fueled only by the belief that 
they will change the world someday. 

However, this may change now that ALTR, an Austin-based startup that offers its clients the 
ability to safeguard data via blockchain, has arrived on the scene. The company has just 
completed an initial $15 million round of investment and has 12 patents under its belt plus 
about 30 more in various stages of evaluation. ALTR takes customer data and scatters it across 
a distributed ledger (blockchain) for storage. Each fragment of data contains instructions for its 
reassembly, as well as its order in the reconstructed file. The system only assembles the data 
fragments when they are needed, and the file is then scattered again into a distributed ledger 
immediately afterward with a new assembly order and instructions. If the database were to be 
hacked, the data thief would obtain only meaningless data fragments, unable to determine 
where they originated or their intended purpose. 

Outsell’s Rating: Positive Strengths and Risks 

Consumers and companies all generate and manage data in one form or another. Data security 
is one use case for blockchain that can offer immediate value and results across every industry 
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and consumer demographic: effectively, it is relevant to the entire world. Given that blockchain 
transactions are secure by design, blockchain’s development in the market has essentially 
become one in search of business and workflow use cases, and not based on its use as a 
security tool. If successful, ALTR, as the pioneer for blockchain-based data security, could be the 
catalyst for the largest adoption of blockchain yet. Even with new entrants determined to take 
away ALTR’s first-mover advantage, the market for data security is so monstrous that 
participants in this area of the blockchain market are destined for rapid growth. ALTR is in a 
strong position to establish a new global standard in data security. 

The risk for ALTR is the ability of its customers to meet its hardware requirements. The typical 
enterprise stores and accesses data as whole files, but with ALTR, every file is dispersed into 
separately stored fragments with reassembly instructions — meaning greater storage 
requirements. Using this data means first having to wait for software to reassemble it for 
calculation or analysis — meaning greater processing requirements. Despite data storage and 
processing costs being lower than they once were, this is one technical challenge that ALTR will 
need to address on behalf of its customers. 

Recommended Actions for ALTR 

Don’t try to boil the ocean. Because any company housing data is a potential customer, the 
start-up needs to remain focused on the largest opportunities at hand to solidify its market 
position. These opportunities are undoubtedly those companies possessing the most sensitive of 
all information — that most prized by hackers. The major consumer credit bureaus (e.g., 
Experian, Equifax, and TransUnion) and government agencies would be solid proving grounds. 

Additionally, advocate for the confluence of three preconditions for the adoption of blockchain 
technologies: very cheap storage, very fast processors, and very high connection speeds. 
Message to customers that they are entering an era where distributed, intelligent storage 
concepts like blockchain are not only feasible, but cost-effective, and that this trend will 
accelerate. 

Recommended Competitor Actions 

Because ALTR is the first to introduce data security as a use case for blockchain, its concept and 
market opportunity will prompt many new entrants to this space. The time is ripe for any 
company thinking of starting a blockchain company supporting this use case. Established data 
security providers like Dell (EMC, Pivotal, RSA, SecureWorks, Virtustream, and VMware) need 
to consider a new business division in this area to completely revamp their data security 
strategies and protocols, effectively leapfrogging ahead of today’s best hackers. Their largest 
competition (in terms of resources and fit) would be IBM and other major data protection and 
cybersecurity providers. That said, existing blockchain startups may do themselves a disservice 
by entering this space, given that they have already structured their business models around 
other specific use cases — such as payments, digital rights management, royalty distribution, 
back-office settlements, or identity management — and have associated fiduciary responsibilities 
to their investors. 



Recommended Customer Actions 

Any existing data security technology is unlike that offered by ALTR. Companies looking to 
utilize ALTR’s solutions need to conduct a thorough evaluation of fit: 

• Is their data critical (sensitive or valuable) enough to justify the cost of deploying a
blockchain-based data security system?

• What are the implications for employees, business partners, suppliers, and customers
when deploying such a system?

• Can the existing IT infrastructure and legacy data handle the new system from an
integration and interoperability perspective without incurring significant
implementation costs?

Outsell’s Bottom Line 

A perfect storm of data breaches and regulations entered everyone’s lives within just one year. 
The Yahoo! and Equifax data breaches have become the largest in history. And there has never 
been more participation by global governments in data security, with the launch of the EU’s 
General Data Protection Regulation (GDPR) and China’s first Data Protection and Cybersecurity 
Law in 2018. Blockchain is finally being used to address today’s must-haves, not tomorrow’s 
nice-to-haves, in a legitimate data security use case. 

For the greater information industry, the message is clear: There’s a new data sheriff in town, 
whose focus is on protecting the stores that sell information and data. For vendors looking to 
adopt blockchain, ALTR could be the easiest and most relevant first step. Messaging a 
blockchain-based security measure externally may not only garner more confidence among 
business partners but also increase peace of mind among the consumers that data regulators 
are trying to protect. 
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