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Introduction
As we look forward to the 2022 data governance landscape, one thing is clear: the data deluge will not be receding 
soon. In fact, it will be significantly accelerating and coalescing into the Cloud. Starting in 2020, the COVID-19 
pandemic pushed employees to work remotely, requiring access to data and tools from any location, and there 
are no signs of that winding down. In addition, companies are seeing the opportunity for more effective analytics 
and predictive modeling by consolidating data in a centralized, accessible location. Larger enterprises that have 
more data, that have been forced to reckon with data privacy regulations, and were early adopters of the cloud 
have forged the path for data governance of sensitive data – the steps companies need to take to ensure data is 
protected, such as masking, row- and column-level security and automated policy controls, are now clear and the 
roadmap well-defined, enabling smaller companies to follow in their footsteps.  

And finally, data governance and security tools have matured to the point that those processes can be implemented, 
managed and maintained at the scale required. Projects that were stalled by the inability to control and protect 
large amounts of sensitive data in the cloud will be unstuck and the floodgates will open. Next generation data 
governance tools like ALTR will provide aircover, allowing more companies to get the benefits of centralizing more 
data in the cloud.   

This trend will lead to other shifts in the data governance landscape, uncovering surprising new possibilities and 
challenges that companies must face.  
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PREDICTION #1

Companies will dare to data share 
Centralizing data in the cloud enables increased 
flexibility, availability and sharing of data – within the 
enterprise and without. In the past, if you wanted to 
share data that lived in an on-prem datacenter with 
another group or with an external partner, you would 
have to extract and then email or FTP the file – a 
cumbersome, manual process. Increasingly, companies 
will take steps to make data more easily available via 
the cloud – to connect applications, to monetize it or 
even utilize it to create a more effective AI. 

For example, earlier this year, NBC Universal announced 
a new solution to monetize the audience data it gathers 
by making it available to partners, on a cross-cloud 

data clean room environment powered by Snowflake. 
Advertisers will be able to safely and securely join their 
own data, without exposing any viewer personally 
identifiable information (PII). The Snowflake platform lets 
NBC Universal govern what data is housed in the clean 
room, how data can be joined, what types of analyses 
can be performed on the data, and what data can leave. 

Disney is doing something similar by making Snowflake 
its single source of data to share securely with its 
internal teams and partners. Snowflake is enabling 
the monetization of sharing further with their Data 
Marketplace which allows companies to offer up unique, 
proprietary data to Snowflake customers to utilize along 
with their own data.  

https://www.snowflake.com/blog/enabling-the-future-of-cross-cloud-data-collaboration-with-snowflake-data-clean-rooms-and-nbcuniversal/
https://www.snowflake.com/blog/how-disney-streaming-uses-the-data-cloud-for-data-governance-and-data-sharing/
https://www.snowflake.com/data-marketplace/
https://www.snowflake.com/data-marketplace/


A L T R . C O M
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Secure cloud-based sharing will also help overcome one 
of the main ML/AI roadblocks: training data. 91.9% of 
firms report that the pace of investment in Big Data 
and AI projects is accelerating, but AIs don’t come fully 
formed out the box – they require massive amounts of 
data to learn on in order to be effective. Companies may 

contract with an ML or AI provider, but the model needs 
to be trained on relevant data for that specific company’s 
use case before deployment. Data privacy concerns have 
limited the ability to provide real data to AI vendors, with 
companies in some cases relying on synthetic data, but 
secure data sharing allows for use of real data instead. 

PREDICTION #2

Cloud Data Becomes a Bigger Target and 
More Access Increases the Threat
This consolidated data pool will have the unfortunate 
side effect of drawing increased criminal attention. 
Data that used to exist in specific, disparate software or 
databases such as Workday, Salesforce or SAP is being 
uploaded into a consolidated cloud database, accessible 
from all over the world, with a single username and 
log in supplying entry. As this trend continues, these 
platforms will become an even more attractive  
target for “hackers.” But can it even be called “hacking” 
when companies leave the door open? Many of the 
most well-known data breaches of the last few years 
were the result of misconfigured cloud databases or 
application security.

While data warehousing has been growing for the last 
ten to twenty years, at the beginning, only a small group 
of individuals had access to the data. As the realization 
of the possibilities this information provides has spread 
across the business, there has been an increased 
push to democratize access. Companies have started 

handing out access to data like Oprah handed out car 
keys – “You get credentials, and you get credentials, 
and you get credentials!” This, along with the growth 
in data sharing, increases the credentialed access 
threat potentially by an order of magnitude. And that 
unfortunately means, for the sixth year in a row, we will 
likely see “credentialed access” as one of the top drivers 
for data breaches in the 2022 Verizon Data Breach 
Investigation Report and the IBM Cost of a Data  
Breach Report.

 A June 2021 IDC survey of CISOs and 
security decision makers showed 
that almost 100% of companies had 
experienced a cloud data breach in 
the past 18 months.  

https://hbr.org/2021/02/why-is-it-so-hard-to-become-a-data-driven-company
https://hbr.org/2021/02/why-is-it-so-hard-to-become-a-data-driven-company
https://www.washingtonpost.com/technology/2020/03/02/cloud-hack-problems/
https://www.altr.com/resource/blog-stop-credentialed-access-threats
https://www.altr.com/resource/blog-stop-credentialed-access-threats
https://www.ibm.com/security/data-breach
https://www.ibm.com/security/data-breach
https://ermetic.com/news/ermetic-reports-nearly-100-of-companies-experienced-a-cloud-data-breach-in-past-18-months/
https://ermetic.com/news/ermetic-reports-nearly-100-of-companies-experienced-a-cloud-data-breach-in-past-18-months/
https://ermetic.com/news/ermetic-reports-nearly-100-of-companies-experienced-a-cloud-data-breach-in-past-18-months/


The Chief Data Officer Gets an Upgrade 
and Massive Value is Unlocked 
A positive effect of the growing democratization 
of data is the opportunity for companies to truly 
become “data-driven,” unlocking enormous economic 
value over the next five to 10 years. Currently, 
companies don’t really have a good handle of what’s 
truly going on inside their business – broadly across the 
various functions or in detail down to the transaction 
level. They don’t have holistic visibility or measurement 
around operations or their customers. But by making 
the data available to everybody, companies will get more 
operationality efficient across the board: marketing will 
get more effective at reaching potential customers, 
logistics will get more proficient at moving supplies and 
products through the business, and so on.  

At the same time data is spreading across the business, 
its importance is pushing the prominence of data up the 
executive ladder. This will lead to the elevation of the 
Chief Data Officer. They’ll be responsible for using all 
this data to make sense of the business – to correlate 
data points and create a high-level understanding of how 

the company is operating from a data flow perspective. 
We’re already seeing this happening to a certain extent 
with the percentage of organizations reporting the 
appointment of a CDO increasing from 12% in 2012 to 
65% in 2021. This will have the side effect of pushing 
the CIO and the Information Technology teams lower in 
ranking, potentially reporting to the CDO, simply focused 
on putting the technology structure in place to enable a 
data-driven strategy.  

Venture Beat calls the combination of data and 
AI embedded within companies for analytical and 
operational purposes “the beginning of the era of the 
intelligent, automated enterprise.”  

Obviously, we’re just at the very early stages of this 
massive upheaval, but even what we’ve seen so far will 
help support what Gartner notes are CEO priorities for 
2022: growth, digitalization and efficiency. These are all 
enabled if you can make better sense of your data. With 
disparate applications and disparate data points, the only 
way to take the business to the next level is to connect 
all those dots to create a holistic picture and uncover 
real insight. 

A L T R . C O M
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PREDICTION #3

https://c6abb8db-514c-4f5b-b5a1-fc710f1e464e.filesusr.com/ugd/e5361a_76709448ddc6490981f0cbea42d51508.pdf
https://c6abb8db-514c-4f5b-b5a1-fc710f1e464e.filesusr.com/ugd/e5361a_76709448ddc6490981f0cbea42d51508.pdf
https://venturebeat.com/2021/10/16/the-2021-machine-learning-ai-and-data-landscape/
https://www.gartner.com/smarterwithgartner/ceos-see-growth-in-2021-marked-by-3-shifts
https://www.gartner.com/smarterwithgartner/ceos-see-growth-in-2021-marked-by-3-shifts
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Conclusion 
Organizations large and small will continue making their way through the data flood in 2022 – struggling to 
keep their heads above water or riding the wave to competitive leadership. In order to do either, companies 
must have a flexible, powerful, easy-to-use solution like ALTR to help them govern and secure sensitive data in 
the cloud. The solution has to be quick to implement, simple to maintain and manage, and provide powerful 
protection of sensitive data to stave off bad actors and meet stringent regulatory requirements. Consider  
ALTR a life vest in these turbulent times. 

Regulations Get Stickier and Data 
Literacy Becomes a Board-Level Necessity 
All this activity around data, especially sensitive data, 
will continue to draw attention from regulators. We have 
already seen several state-level laws including CCPA and 
CPRA in 2020 in California, Virginia and Colorado passed 
this year, and active bills in at least 6 other states. 
Every time a new state law is passed it increases the 
complexity of data access controls for governance and 
security teams.  

And it makes data literacy just as necessary as financial 
literacy for executives and board members. They’ll need 
to have a crisp understanding of how data works in the 
business, where it comes from, who it goes to, what data 
is meaningful and what can be ignored. Leaders will need 
to understand what’s required by regulations and how 
the company is using data creates regulatory risk. We 
expect that soon company executives will be looking at 

“data flow” statements alongside cash flow statements 
each quarter.  

Companies that have this competency baked into their 
business will be in a better position to weather the next 
big regulatory storm: a U.S. federal data privacy law 
on the level of the Sarbanes-Oxley Act of 2002. “SOX”, 
passed in reaction to several financial scandals including 
Enron, Tyco and WorldCom, requires corporate officers 
of publicly traded companies to personally certify 
that the company’s financial statements are accurate. 
Officers who knowingly sign inaccurate statements can 
face criminal charges and penalties including prison. We 
certainly hope that we don’t see scandals as shocking as 
those of the early 2000s, but if data breaches continue 
to worsen, we can expect legislation that requires 
publicly traded companies to have board-level data 
audit committees documenting how the company is 
protecting sensitive data, with CEOs and CDOs required 
to sign accountability statements.

PREDICTION #4
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https://iapp.org/resources/article/us-state-privacy-legislation-tracker/


Complete data control  
and protection.
ALTR simplifies and unifies data governance and security, allowing anyone the ability to 
confidently store, share, analyze, and use their data. With ALTR, customers gain unparalleled 
visibility into how sensitive data is used across their organization. This intelligence can be 
used to create advanced policies to control data access. Through ALTR’s cloud platform, 
customers can implement data governance and security in minutes instead of months.

Get started for free at get.altr.com/free

https://twitter.com/altrsoftware/
https://www.linkedin.com/company/altrsoftware
https://get.altr.com/free

